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Spoiler: As time flies, some proof of this paper are shown to be insufficient and some conjectures 
are shown to be incorrect. Bitcoin system suffers from some attacks such as selfish mining, block-
withholding attack, eclipse attack and so on, which contradicts the assumption made by Nakamoto 
that any malicious user can’t gain profit if their computation power is less than 50%, but good news 
is that the threshold doesn’t decrease too much (e.g. 25.7% for selfish mining). 
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- Idea of bitcoin: 
- an electronic payment system based on cryptographic proof instead of trust
- transactions are computationally impractical to reverse
- don’t need a trusted third party any more

- Implementation: 
 a P2P distributed timestamp server
 generate computational proof of the chronological order of transactions

Timestamp Server: Each timestamp includes the previous timestamp in its hash, 
  forming a chain, with each additional timestamp reinforcing the ones before it.
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- An electronic coin : a chain of digital signatures 

- Transfer of a coin:  
   - digitally sign a hash of previous transaction and public key of next owner
   - add to the end the coin (for the concrete scheme, wait for Section 2.4)
   Here, the signatures indicate chain of ownership and can be verified by the payee.

- Prevent double-spending:

   New solution in this paper: 
  The earliest transaction counts and don't care about later attempts to double-spend.
   Participants agree on a single history of the order in which they were received.
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- To implement the well-known "one-CPU-one-vote" mode, we need each user of 
the system to provide a proof for how much computational power it has.

- In Bitcoin system, miners are asked to scan for a value (called nonce) such that, 
when hashed by SHA256D algorithm, it begins with a number of 0-bits 
(adjustable,about 70-80 nowadays).  Only with a valid nonce value (easy to verify by 
the public), its block will be accepted by the public and transactions in it will be valid, 
according to the consensus of the community.

- Thus how much computational power one agent has determines how significant 
he/she is in the system. Detailed analysis on how it preserves security and yields the 
"one-CPU-one-vote" manner will be shown in Section 2.3. 
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- Unfortunate Reality: Branches may occur in the system due to network delay.

Longest Chain Rule:  At any time, for a miner, 
he/she always mines on the end of the longest 
chain from his/her view of the whole system (may 
be different from the exact state of the state of 
the system, due to network delay). The scheme 
guarantees that the consensus is based on 
majority of the community. Transactions only 
packed in orphaned blocks won’t be confirmed 
and need a re-broadcasting process.
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Conflux (By IIIS members Li Chenxing and Long Fan):
- Generate a topological order to avoid any 
orphaned blocks, and apply Link-Cut Tree algorithm 
to speed up the process, which increases the 
throughtput in order of magnitude
- GHAST protocol: decrease confirmation time
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PPCoin (themed Proof-of-Stake (PoS) System):

- PoW System is eco-unfriendly (power-consuming)
- Decide users' significance of vote by amount of 
coins they have: "one-coin-one-vote" mode
- Security: Those who are more significant hold more
coins and thus has less motivation to attack (which 
will only result in devaluation of their coins in stake)
- Fatal Weakness: Nothing-at-Stake Attack
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In practice: 
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   SHA256D(Version,hashPreBlock,hashMerkleRoot,Timestamp,Bits,Nonce)<=MAXTARGET/Diff
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- It’s essentially a . 
   - Reason: For miners with computational power x and kx, at the time when a nonce is found, 
Miner 2 scans k times candidates than Miner 1, thus the probability to own the block is k times 
Miner 1. Afterwards, the situation comes back to initial and it’s an independent new round.

- 
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- Roller-coaster style price curve
- Manipulated by some conscienceless capitalists
- Attract gamblers to join in the community (not the 
ideal audience, however, blockchain should aim at those 
who need a digital trust platform), and they may 
become unstable factors of the society once they lose.
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- PoW (Proof-of-Work) system is eco-unfriendly, 
consuming too much energy and power, and thus 
violates the purpose of sustainable development. 
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- Limited throughput and high latency are common problems, which doesn’t live up to the 
expectation of daily use. The maximum capacity of transactions per unit time is limited, and 
the confirmation time for current blockchain is also too long.
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